Hpunoxenne No2, Huagopmanmonnas NaMATKA 11s 06yvaromuxes AJs pasMemenus Ha
opHIHATbHBIX HHTepHeT-pecypcax

BOIMOXXHOCTEH, HHTepHeT Hecer W mpobieMbl. ITa mamsitka NOMKHA ITOMOYE Tebe Oe3omacho
HaXoouTECH B CETH.

Komnviomeprpie BUPYCbI

Komnrioreprerit BAPYC ~— 3T0  pasHoBmmmocT: KOMIIBIOTepHEIX nporpamm,
OTIMIHTENBHOR  0coBeHHOCTRIO KOTOpO#f  sBnsetcy CIIOCOOHOCTE Kk PasMHOXeHuIo. B

AOTOJIHEHHE K 3TOMY, BHDYCBI MOTYT mOBpemuTs mmm TIOMTHOCTBIO YHHYTOXHTE Bee dainsr u
AQHHBIC, NOJKOHTPOJILHEIE IOJIb30BATENIO, OT HMeHHM KOToporo 6eu1a 3amymena 3apax&nyas

Merone 3amuTs; or BPEOHOCHBIX IIporpamm: _

1. Hcnonsayis COBpeMEHHbIE OnepanuonHLe CHCTeMBI, HMEIOIKE CephE3HpI YPOBEHB
SaIlIUTLL OT BPENOHOCHEIX Iporpamm;

2. Tlocrosmmuo YCTaHaBIHBaH mayry (tmdposrie 3alIATKH, KOTOpHIe ABTOMAaTHYECKH
YCTaHaBIUBAIOTCA ¢ wejblo opalTkH TPOTPAaMMEI) H mpyrue o6HOBIeHUS CBOeit
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Ha, Gecrmarapii HHTCPHET-10CTYN B Kade, oresx ¥ 89pOropTax sBnsteTcs ormmumo
H

BOSMOXHOCTBIO BEIXOna B HHTepHET. Ho MHOrHE SKCIEPTHI CYHTAIOT, yTQ obImenocTynHEIe Wi-
Fi cetn me spmsmorcy OesonacHpmMy,

Cosets o Ge3onacHocTy pabore B oﬁmeﬂomynnmx cerssx Wi-fi:



. He nepenasait csoo JITHYI0 HHQOPManmio yepes obmenocrynusie Wi-Fi CeTH.
Paboras B mux, wemaremsio HC BBOMUTB NapoNM NOCTYNa, JOrMHE! b Kakue-To

2 Hcnoneayit u 06n0815i1 AHTHBHPYCHBIE IPOrPaMMBEI K Opannmayep. Tem camu ThI
obe3onacuus ce6s or 3dKa4KH BHpYyca Ha TBOe YCTpoHcTBO;

3. Tlpu wucnons3oBamuy Wi-Fi otxmoun bynxuao  «O6mmii AoCcTyn k daiinam u
npunrepamy. Jlammas dynkmus 3aKpBITa 10 YMONYAaHHIO, OJHAKO HEKOTOpEIe
TIONIb30BATE/IH aKTHBUPYIOT e 1s yZno6eTBa Henonb30Banwy B pabore nm yuee;

4. He ucrons3syii ny6muaneii WI-FI g N€penayu JIMYHEIX NaHHBIX, Halpumep s
BLIXOZA B COLMANBHEBIE CeTH HIH B NIEKTPOHHYIO 1OYTY;

5. Hnons3syit tonpko 3AllAICHHOE COeMHEHNE Yepes HTTPS, a e HTTP, r.e. npu
Habope BeG-ampeca BROIH HMEHHO «https://»;

6. B moGumbroM TeneQore  oTkmoun yHKmHIO «logxmowenne Wi-Fi

HE3HAKOMBIX Jrofes;

2. Bammmaii cBoro HacTHYIO xu3Hb. He ykaskrmaii 11apo.H, Tenedonkl, apeca, Jary

TBOCI'0 pPOXKICHHS u APYTYIO JHYHYIO HMHpOpMarmio. 3noyMenmnensnky MOTyT
HCTIONB30BaTh naxe HHOOpManmio o TOM, KaKk Thl M TBOH pojuTenH IIaHHpYyeTe
NPOBECTH KAHHKYIIEL:

5. Hsberaii pasmemenys dororpaduii s Wnreprere, rae 51 H300paxeH Ha MECTHOCTH,
TI0 KOTOPOH MOXHO OnpeneuTs TBOE MECTOIOIOKeH e,

K OHOMY MecTy, a He BO Bee cpazsy.

Inexmponnvie denpey

OIeKTPOHHEIe feHbry — 9TO O9€HP yHOOHEI Crocof g

JaTeXxxel, onrako CyImecTByioT
MOIICHHHKH, KOTOPBIE XOTST IIOJIYYUTE 3TH AeHbrH,

BJIEKTPOHHI:Ie JACHBI'H IIOABHIIHCE COBCEM HeIaBHO H HUMEHHO u3

=34 3TOro BO MHOTHX
TocynmaperBax A0 Cux IIOp He TIPOIIHCaHOo IIpO HUX B 3aKoHax.



B Poccun e onm byrKumOHMpYIOT B o HHX yXe nponmcaso B 3aKOHe, rje mx
Pa3fCITOT HA HECKONBKO BHoB — AHOHHMHBIE M HE AHOHHMHEe, Paswuna B Tom, yro
AHOHHMHBIC - 3TO Te, B KOTOPBIX paspemaercs mposoamTs oliepanuu 6e3 unenTHduKanHn
TI0JIb30BaTe1A, & B HeAHOHHMHEIX UACHTHOHKAIMY T101630BaTe 15 ABJIACTCH OBA3ATENBHOS,

Taxxe cnemyer Pa3IHYaTh SIEKTPOHHEIE (HaTHEIE ACHEIH (PaBHBI FOCYNApCTBEHHEM
BAIIOTaM) H 9IEKTPOHHbIE HeuaTHLIe nennry (He paBHEI rocy napcTBeHEEN BAIIFOTaM).

OcHoBHEIE cOBeTH] 110 GesomacHoif pabore ¢ SJICKTPOHHBIMH JJEHBraMH:
1. Ipussxun CHeTy MOOMIBHBI Tenedon, Dro CaMbIif yIOOHEIE u ObICTpEI crioco6

TaKHE KaK 3HAK Aomapa, hyura, BOCKTHIIATENBHBIN 3HaK 1 T.11. Hanpuwmep, $tROng!;:
4. He BBOonwM cron JTTYHBIE NaHHBIE Ha caifTax, KOTOPEIM He mOBepsemns.

Inexmponnas noymg

TIOIIYYEHHIO 3JIEeKTPOHHBIX cooOmenuii, koToprre pacnpenensiorcs s KOMIIBIOTEPHOH cerTH.
O6rr4no SJICKTPOHHBIH  MOYTOBE MK BBITVISOHT CIeIyIomuM  ofpasom:

HMﬁ_HOJILSOBaTeJIH@HMSI__,IIOMeHa. Taoxe xpome TI€penat  mpocToro Tekcra, HMeeTCs
BOSMOXHOCTE NlepeaBaTh haitysy,

KO, mpHCEUTaeMEIH 10 SMS;

4. Beiepn cioxusi lapons. JIng kawmoro TIOYTOBOTO sMKA NOKEH Grrrh CBOIT
HaJeXHBIH, yeTOHUnBEL K B3/10My napojip;

5. Ecim ectn BO3MOXHOCTh HaIIHCATE CaMOMy CBOH NHYHEBIH BOIIpoc, Hemonmb3yi 3Ty
BO3MOKHOCTB;

6. HUcnonssyit HECKOMIBKO NOYTOBBIX smmkop. Iepeaiii m18 wactho NIEPEITUCKH ¢
allpecaraMu, KoTopemv g noBepsielmts. Do SJICKTPOHHBI  anpec ge HaJ(0
HCTIONB30BaTh pH PeTHCTpanyu Ha hopymax u cairax;




Kubepbynnunz uny SUPMYyaibHoe usdesamenscmeo

KubepGymmuar — npecie1oBanue coobmeHnnsmy, ConepaIuMuy OCKOpOneHus,

arpeccHIo, amyrupanpe; XYJIHIaHCTBO; coluMambHoe OolikoTHpoBarKe ¢ IIOMOIIBIO pasnuyypx
HHTEPHET-CepBHCOB,

OcHoBHEIe copery; 1o 6oprbe ¢ Kubepbymnuarom:
1. He 6pocaites s Goit. Jlyymmii cnocos: TI0COBeTOBaTECH Kak ceGs BecTH H, €C/IH HeT

2. Vnpapusit ceoeis kubeppenyranueit;

AHOHHMHOCT B CeTH MHuMag, CYIJ.IBCTB}'IOT CIIOCOOEI BBIACHHTB, KTO CTouT 3a
8HOHUMHBIM AKKayHTOM;

4. He crour Becty XYIHIraHCKui 06pa3 BHPTYaNLHOM xH3Hy, WnTteprer duKcupyer Bce

W

6. Hrnopupyii CIHHUYHEIH Herarys, Onuopasoskre OCKOpOHTE B HEIE Coo0menus
JIYHIIe HTHOPHPOBATE, Obruro arpeccus npexpamaercs ua Ha4aneHOM cTagny;

7. Ban arpeccopa. B nporpammax 00MeHa MrHOBeHHEMY CoobuIeHHAMY, B COLHANIbHELIX
CeTAX €CThb BO3MOMKHOCTE GroxupoBKH OTHPaBKH cooBmenuii c OTIpeneneHypIx
aJipecos;

8. Ecmu T CBHICTENb  kuGepOymmuura, TBou peiicrug: BRICTYIIHTE  npoTup
IpecnenoBarens, mnokasary €My, 4UTO ero peicTBug OLICHHBAIOTCS HeraTugHO,
noJanepxars KEPTBY, KOTOpOIf HYXHa IcHXonornyeckas ToMOmB,  coobmmuTE
B3POCIBIM 0 dakre arpeccusroro NIOBE/IeHHS B cery,

Mobunvr; menegpon

CoBpemenne CMapTQOHB W  miammers COepXar B ceGe Bmomme B3pOCBIi
bysxumonan, u TeNePE OHE MoryT KOHKYPHpOBaTh co CTallMOHapHBEIMHK KOMIbIOTEpamy,
Onnaxko, cpencrs SalHUTEL T HOX0OHELX YCTPOHCTB 10Ka o4eHs mayro, Tecruposanue i TIOHCK

YA3BHMOCTEH B Hux [IPOMCXONHT He Takx HHTCHCHBHO, Kak mg [IK
MOOHIBHBIX IIPHIIOXKeHHif,

SANIIEHHOCTE,

Hanexo me pce TIPOH3BONHMTENH BEIMyCKajoT 00HOBICHHS, 3aKPBIBAIOIINE KPHTHYCCKHE
YA3BEMOCTH 1715 CROMX YCTpoiicTs,

OCHOBHLIG COBETHI N1y 683OI'IHCHOCTH MO6HJ'LBHOI'0 TeJIeliJOHal

1. Hugero pe ABJIsIeTCH o-HacTosmemy OecrnaTHe. Byne OCTOpOXKeH, Begp KOriua
Tede mpemnararor Oecmnarymii KOHTEHT.
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5. He 3arpy:xait npuioKeHus OT HEH3BECTHOIO HCTOYHHKA, Beb OHH MOTYT COAEPXKaTh
BPEIOHOCHOE IMpOrpaMMHOe o0ecreyeHue;

6. Ilocne Toro kak THl BeIfews ¢ caiita, rae BBOJWI JHYHYIO MHGOPMALHMIO, 3aiIu B
HacTpoliku Gpay3epa u yaanu cookies;

7. Ilepronudecky npoBepsil KaKue IUIaTHBIE YCIyTH aKTHBUPOBAHEL HA TBOEM HOMEPE;

8. JlaBaif cBoii HOMep MOOHJIBHOTO TenehOHa TOJNBKO JIFOAAM, KOTOPBIX Thl 3HAEUIb H
KOMY JOBEpSCIIE;

9. Bluetooth momken ObITh BEIKITFOYEH, KOTJa THl MM HE mojb3yembcs. He 3abrniBait
HHOT/1a IIPOBEPATH 3TO.

Online uepvl

CoBpemeHHbIE OHJIAKH-UrPHl — 9TO KpPacOYHble, 3aXBaThIBAIOLIHE pa3BJIEYEHHS,
00BEIMHAIOIME COTHH THICAY YENOBEK MO BCEMY MHpPY. MIrpOKH HCCNEXyIOT MaHHBIA UM MHD,
obwmarores Jpyr ¢ APYroM, BBITIOJHAIOT 3alaHuf, CPAXKAIOTCS ¢ MOHCTPAMM ¥ IONYYAKOT OMBIT.

3a ynoBOJBCTBHE OHHM IUIATST: [IOKYIAKOT JUCK, OIUIAYHMBAIOT a0OHEMEHT WM NPHOGpeTaroT
KaKHe-TO OITIIHH.

Bee orm cpeacTeBa MAYT Ha IOJJICPIKaHHE H pasBHTHE HIPHl, @ TAKXKE Ha camy
0e30macHOCTE:  COBEPINEHCTBYIOTCS CHCTEMBl aBTOPH3Al[H¥, BBIIYCKAIOTCS HOBHIE IIATUH
(uidpoBEIe 3arIaTKyU I IPOTrPaMM), 3aKPBIBAIOTCS YA3BHMOCTH CEPBEPOB.

B nogobubIX Hrpax CTOHT OIlacarbCia HE CTOJBKO CBOHMX CONEPHHKOB, CKOJIBKO KpaykKH
TBOCTO ITapOJifA, HAa KOTOPOM OCHOBaHa CHCTEMad aBTOPH3ALHH OOBIIHHCTBA HID. .

OcHoBHEIE COBETHI O HE30MACHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecimu apyroi urpok BezieT cefs IIOXO MM CO3/aeT Tebe HenpHATHOCTH, 3a610Kupy#
€r0 B CIIHCKE HTPOKOB;

2. Tloxanyidcs amMMEMCTpAaTOpaM WIPEH Ha IUIOXO€ IIOBEJCHHE 3TOr0 HIpOKa,
KEJIATeNBHO IPHIIOXKHTE KaKHe-TO I0Ka3aTebCTBA B BHAE CKPHHOB,

He yka3spiBail muuHyto HEGOpMaNHIO B npodaiiie urpsr;

YBaxail Ipyrux y4acTHHKOB IO HIPE;

He ycranasnuBaii HeopUIHaNbHbIE NATYH H MOJIBL,

Hcrnone3yit ¢10KHEIE W pasHble APOITH;

Jaxke BO BpeMs MIPHI HE CTOMT OTK/IIOYATh aHTHBHMpYC. Iloka ThI Wrpaents, TBoMH
KOMITBIOTEP MOTYT 3apa3tTh.

Nov s W

Duruunz UNU KPaXca IUYHBIX OaHHBIX

OO6brumo#f Kkpaxeif JeHEr M NOKYMEHTOB CETOAHA YiKe€ HHKOrO He YAHBHIIb, HO C

Pa3BHTHEM HHTEPHET-TEXHOJIOTHIt 3JIOYMBIIJICHHHKH TEPEMECTHIHCE B HHTEPHET, U
MPOJOJIKAIOT 3aHUMATECH «JIFOOMMBIM) ACJIOM.

Tak mosiBANacs HOBas yrposa: HHTEPHET-MOIIEHHHYECTBA HIM (DUIIMHT, TJIABHAS Lellb
KOTOpOro COCTOHMT B MOJYYEHHH KOH(QHIEHIMAILHBIX AaHHBIX II0Jb30BaTeNed — JOTHHOB W

naponed. Ha anrmuiickom s3eike phishing unraercs xax ¢puumanr (ot fishing — pHIOHAs OB,
password — 11apons).

OcHoBHEIE COBETEI 110 G0pLbe ¢ hHUIHHTOM:

1. Crnemn 3a cBomM akkayHTOM. ECiM ThI MOJO3PEBACIb, YTO TBOS aHKETa ObUIA

B3JI0OMaHa, TO HeoOXoauMo 3abJOKMpOBaTh €€ M COOGLIMTEH aJIMHHHCTpaTOpam
pecypca 06 3ToM Kak MOXKHO CKOpee;




2. Hcnomssyit  GesomacHsie BeO-caliTe, B ToM 4HCIe, HHTCPHET-Mara3uHoB M
NIOHCKOBBIX CHCTEM;

3. Hcnomssyit cnoxmsie H pasHbie mapond. Takum ofpasom, ecnu Tebs B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH TOJTy4aT AOCTYII TOJIBKO K OXHOMY TBOEMY MPOQHIIO B CETH, a He
KO BCEM;

4. Ecmm tebs Banomanm, ToO HEOOXO/IMMO INIPeNYNpPEeNATs BCEX CBOHX 3HAKOMBIX,
KOTOpeie 100aBieHE! y Tebs B APY3BSIX, O TOM, YTO TeOs B3JIOMaTH M, BO3MOXKHO, OT
TBOETO MMEHM OYJET PacChLIATLCS CAM M CCBUIKH HA GHIIHHTOBLIE caffThr;

5. VcraHosu HaneKHbIH uapoms (PIN) na MoGuibHbLA Tenedon;

OTkmo4n coxpaHenne napouid B 6paysepe;

7. He oTkpeiBait taitner u AAPYTHE BIIOXKCHUS B NUCBMAaX AXKE €CIIM OHH IPHILIA OT
TBOMX Jipy3eH. Jlyuine yrounn y HuX, oTnpasmsmm i oHu Tebe 5T daiinel,

=

Lugposas penymayus

[ludposas penyramms - sto merarusmas HJIA [O3MTUBHAS MH(DOpPMANHL B ceTH o Tebe,
Komnpomerupyromas HHQOpManus pasMemennas B MHTEPHETE MOXET Cephe3sHBIM 06pazom
OTPasHTECA HAa TBOEH pealbHO JKH3HH. «udposas penyramus» - 310 TBON HMHIDK, KOTODBIi
dopmupyercs u3 nH(OpMaLHH 0 TeGe B HHTEPHETE.

TBoe MecTo xurenscraa, y4eOkl, TBoe GuHaHCOBOE TI0JIOACHNE, 0OCOOEHHOCTH XapakTepa
H PacCKaskl 0 OIM3KHX — BCE 3TO HAKAILIMBACTCS B CEeTH.

MHorue noapocTky JIerkoMbICIEHHO OTHOCATCA K IIyONHKALMKM THYHOR uHOpMauu B
HHTepHeTe, He mMOHMMAs BO3MOKHEIX mocnencTsui. Thl naxe He cmoxemsb moranaThes o TOM,
4T0 otorpadms, pasmemennas 5 jer Has3aj, cTana NPMYMHON OTKa3a NMPUHATH Tebs Ha paboty.

Kommenrapun, pasmemenne TBoux hororpadmit w mpyrme neiicTBus MOIYT He
HCHESHYTh NaXe IOCHe TOTO, KaK Thl HX yhamumb. Tol He 3HACIb, KTO COXPaHHI 5Ty
MH(OPMAIIHIO, TIONANA 1M OHA B [IOHCKOBEIE CHCTEMBI H COXPAaHWIACh M OHA, a INIABHOE: YTO
TIOAYMaIOT 0 Tebe OKpyKaromee IO, KOTOpBIE HAKAYT W YBHAAT 3T0. Haiiti HH(OpPMAITHIO
MHOTO JIET CIYCTA cMOXeT JIoG0H — kak u3 NoOpBIX moGYKaeHHH, Tak u c HaMepeHHEM
[IPHIHHATE BPed. 3TO MOMKET GLITH KTO YTOOHO,

OcHoBHEIE COBETHI 110 3aIuTe HUGpPoBOH penyTanHau:

1. Tlomymaii, mpexne wem 4TO-TO nyOIIMKOBATh U NepenaBarh y cebs B Giore wim B
COHATLHOH CeTH;

2. B nactpoiikax npoQuist ycTaHOBH OTPaHHYEHHs Ha IPOCMOTP TBOETO npoduns u ero
COACPIXKUMOTO, CAeNai ero TOMBKO « IS Opy3ein;

3. He pasmemait u ne ykasbiBali HHQOpPMAIHIO, KOTOpast MOKeT KOro-yimbo ockopbisTs
HIIH OOMIKATh.

Aemopckoe npaso

CoBpeMeHHble IUIKOMBHHKH- aKTHBHLE HOJIb30BATENM  IHPOBOrO MPOCTpaHCTBA,
Omnako naneko me Bce SHAIOT, 4T0 MOJIL30BAHHE MHOTMMH BO3MOMKHOCTSIME LHPOBOro Mupa
Tpebyer cobmonenns IpaB Ha HHTENNCKTYAIbHYIO COOCTBEHHOCTS.

Tepmun CHHTCJUICKTYalbHasA COOCTBEHHOCTEY OTHOCHTCA K pPasiMYHBIM TBODEHHSM
C/IOBEYECKOr0 yMa, HAYHHAS ¢ HOBEIX u300peTeHnil u 3HaKoB, o6o3Havaomux COOCTBEHHOCTE

Ha TPONYKTBI H YCIYIM , M 3aKaHuuWBas KHHUTamH, (ororpadusamu, KHHOQUIBMAaMH 1
MY3BIKQJIbHBIMH [IPOU3BEICHUSAMH.



ABTOpCKHE IIpaBa — 3TO IpaBa Ha UHTE/UICKTYaIbHYI0 COGCTBEHHOCT Ha POH3BENCHUS
Hayku, TUTEpaTypbl H HCKyCCTBa. ABTOPCKHE IpaBa BLICTYITAIOT B Ka4E€CTBE FApaHTHH TOrO, YTO
HHTCILICKTyabHEL/ TBOpYECKHii TPy aBTOpa HE OyJAeT HaNpacHLIM, JACT eMy ClIpaBeIIHBEIe
BO3IMOXHOCTH 3apab0TaTh Ha pe3yibTarax CBOEro TpyZa, MOTYYHTE W3BECTHOCTL M MPH3HAHHE,
Huxkro 6e3 paspemenns dBTOPa HE MOXET BOCIIPOU3BOAMTE €I0 IPOH3BECHHE, PacnpoCTpaHATh,
IyOIMYHO JIeMOHCTPHpOBAT, IpojiaBark, HMIOPTHPOBATH, ITYCKaTh B IIPOKAT, nyOIagHo
HCIIOMHATE, 10KA3BIBATH/MCTIONHATE B dUpe WK pasMemaTs 5 HuTepuere.

PHCKaM: OT [OTEPH NaHHBIX K TBOHM aKKayHTaM 10 OOKMPOBKH TBOEro ycTpoicTsa, rie
YCTAHOB/ICHHBIH He JeransHas nporpammva. He crouT Tame 3a0bIBaTh, YTO CyImECTBYeT
JieraibHbIe H OecTIaTHEIE TpOrpaMmsl, KOTOpEIE MOKHO HAalTH B CeTH.

O nopmane

CereBruok.pd — TBOM rnaBHEI COBCTHHK B CETH. 31€Ch THI MOXKEIb Y3HATH O
0e30macHOCTH B CETH MOHATHEIM K AOCTYIHEIM S3bIKOM, @ IPH BO3HHKHOBEHHH KPHTHYECKOH
CHTyallM¥l OOpAaTHTBCH 32 COBETOM. A TarKe UPHHATH y4aCTHE B KOHKYPCaX H CTaTh CAMBIM
UH(POBBIM rpakIaHHHOM!




